STORMSHIELD

NETWORK SECURITY

SECURITY
PACKS

Unified Threat Management solutions &
Next-Generation Firewalls

As protection needs can vary from company to company,
Stormshield has designed simple, attractive security service
packages for specific uses.

These packages guarantee permanent updating of protection
systems considered essential to your business. They also include
hardware maintenance, corrective and evolutionary software
updates, and access to technical support via our partner network.

ESSENTIAL
SECURITY PACK

Companies looking for network protection against threats to their
infrastructure and remote users can subscribe to this package.
With network segmentation, secure communications, SD-WAN,
intrusion prevention and Zero Trust Network Access (ZTNA),
they are assured of an essential level of security.

PREMIUM
SECURITY PACK

This package is designed for companies requiring a high level of
security. It provides the best technologies to counter the most
advanced attacks. The advanced antimalware system with
emulation technology, Al-powered sandboxing (BreachFighter)
and URL filtering in Cloud mode (Extended Web Control),
guarantee the level of protection expected by security-conscious
organizations.

Hardware exchange

Al security packs include hardware
maintenance in order to ensure business
continuity in the event of a hardware failure.
Your appliance will simply be exchanged
for a similar replacement product. Three
levels of service are available.

- Standard exchange

Your appliance will be exchanged once
our customer service center receives the
defective appliance.

* Express exchange

Your appliance will be exchanged
in advance. As soon as our support
centers diagnose a hardware failure, the
replacement product will be sent, which
you would receive the next working day.

» Serenity4all

With this service, you replace the product
yourself once our support centers have
diagnosed the malfunction fault 2.

Tailored services

Individual security services may be
subscribed in order to complete an
Essential pack. You will then be able to
upgrade your security solution and adapt it
closely to your specific requirements.

These options (Antimalware, Breach
Fighter, URLs filtering Extended Web

Control) are all based on the best solutions
recognized on the market.

" Please check with us regarding the eligible countries
and cities. Applies to diagnoses made before 1 p.m.

2 Replacement products must be acquired in advance
for this service.



ESSENTIAL PREMIUM

SECURITY PACK SECURITY PACK
Next-Generation Firewall
Layer 7 Firewall v v
Geolocation v v
Web applications v v
User authentication, MFA & SSO v v
Secure SD-WAN & ZTNA
IPsec VPN gateway v v
Postquantum encryption v v
SSL VPN gateway & client v v
Device posture assessment v v
Threat Protection
IPS/IDS v v
Trusted public certificates v v
Antispam v v
Threat intelligence (IP & domains) v v
Extended Web Control (URL filtering) Optional v
Antimalware Optional v
Breach Fighter (Al-powered sandboxing) Optional v
Industrial protocols DPI Optional v
Services
Software maintenance v v
Hardware maintenance v v
Standard support access v v
Automated configuration backup v v
24x7 technical support access Optional Optional
Express exchange Optional Optional
Secure return Optional Optional
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