STORMSHIELD

NETWORK SECURITY

INDUSTRIAL
PACK

Solutions for industrial environments

As protection needs may be multiple and vary according to
each individual business, Stormshield has designed a set
of industrial security packs that are as simple as they are
attractive while meeting the needs of specific uses.

These packs guarantee the continuous update of protection
systems considered essential for the running of your
business. In addition, they integrate hardware maintenance,
software patches and upgrades, access to technical support
5 days a week through our partner network and the provision
of the Stormshield Security Research area.

INDUSTRIAL
SECURITY PACK
Companies looking for protection for their industrial
infrastructures can subscribe to this package. It is tailored to
carefully finely filter and manage access to the operational
network while ensuring in-depth inspection of industrial
protocols.

The VPN connection feature in particular (both IPsec and
SSL) provides a secure access point for remote maintenance
operations.

EMBEDDED
SECURITY PACK
This package is designed for organisations that aim to
protect vehicles operating in critical environments for
challenging aeronautical, space and military missions.

Its secure storage of secrets, IPS analysis of VPN traffic
and above all compliance with the Restricted Distribution
(RD) mode ensure maximum protection of most sensitive
communications.

Hardware exchange

All security packs include hardware
maintenance in order to ensure
business continuity in the event of a
hardware failure. Your appliance will
simply be exchanged for a similar
replacement product. Three levels of
service are available.

» Standard exchange

Your appliance will be exchanged
once our customer service center
receives the defective appliance.

* Express exchange

Your appliance will be exchanged
in advance. As soon as our support
centers diagnose a hardware failure,
the replacement product will be sent,
which you would receive the next
working day'.

» Serenity4all

With this service, you replace the
product yourself once our support
centers  have  diagnosed the
malfunction fault 2.

Enhanced security

The Industrial Pack can be replaced
by a Premium Pack. This means you
can upgrade your security solution to
increase your level of security.

Premium Pack options (Antimalware,
Breach Fighter and Extended Web
Control URL filtering) ensure optimum
protection against  sophisticated
attacks.

! Please check with us regarding the eligible
countries and cities. Applies to diagnoses
made before 1 p.m.

2 Replacement products must be acquired
in advance for this service.



INDUSTRIAL EMBEDDED

SECURITY PACK SECURITY PACK

SNi10, SNi20, SNi40 SNxr1200
Next-Generation Firewall
Layer 7 Firewall v v
Geolocation v v
Web applications v v
User authentication, MFA & SSO v v
Secure SD-WAN & ZTNA
IPsec VPN gateway v v
Postguantum encryption v v
SSL VPN gateway & client v v
Device posture assessment v v
Threat Protection
IPS/IDS v v
Trusted public certificates v v
Antispam v v
Threat intelligence (IP & domains) v v
Industrial protocols DPI v X
Extended Web Control (URL filtering) Optional X
Antimalware Optional X
Breach Fighter (Al-powered sandboxing) Optional X
Services
Software maintenance v v
Hardware maintenance v v
Standard support access v v
Automated configuration backup v v
24x7 technical support access Optional Optional
Express exchange Optional Optional
Secure return Optional Optional
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